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AN ACT

To amend chapter 570, RSMo, by adding thereto one new section relating to obtaining,
receiving, and selling telephoneand cellular phonerecordswithout consent, with penalty
provisions.

Be it enacted by the General Assembly of the state of Missouri, as follows:

Section A. Chapter 570, RSMo, is amended by adding thereto one new section, to be
known as section 570.222, to read as follows:

570.222. 1. Asused in this section the following terms shall mean:

(1) "Procure", in regard to a telephone record means to obtain by any means,
whether electronically, in writing, or in oral form, with or without consideration;

(2) " Telecommunicationscarrier" , any cor por ation providingtelecommunications
service as defined in section 386.202, RSMo. For purposes of this section only, the
definition of telecommunications carrier includes a commercial mobile radio service
provider defined in 47 U.S.C. 332(d);

(3) " Telephonerecord” , any information retained by atelecommunicationscarrier
that relatesto the telephone numbersdialed by the customer or theincoming number s of
calls directed to a customer, or other data related to such calls typically contained on a

EXPLANATION — Matter enclosed in bold-faced brackets [thus] in the above bill isnot enacted and is intended
to be omitted from the law. Matter in bold-face typein the above bill is proposed language.
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customer telephone bill such asthetimethe call started and ended, the duration of calls,
thetime of day callsweremadeand any chargesapplied. For purposesof thissection any
information collected and retained by or on behalf of customers utilizing Caller 1.D., or
other similar technology, does not constitute a telephonerecord.

2. A person commitsthecrimeof obtaining, receiving, or sellingatelephonerecord
without consent if such person:

(1) Knowingly procures, attemptsto procure, solicits, or conspireswith another to
procure, atelephone record of any resident of this state without the authorization of the
customer to whom therecord pertains; or

(2) By fraudulent, deceptive, or false means:

(@) Knowingly sells, or attemptsto sell, atelephonerecord of any resident of this
state without the authorization of the customer to whom therecord pertains; or

(b) Receives a telephone record of any resident of this state knowing that such
record has been obtained without the authorization of the customer to whom the record
pertainsor by fraudulent, deceptive, or false means.

3. Obtaining, receiving, or selling a telephone record without consent is a felony
punishable asfollows:

(1) Afineof not lessthan fivehundred dollarsnor morethan onethousand dollars
or imprisonment for not morethan two years, or both such fineand imprisonment if the
violation of subsection 2 of this section involves a singletelephonerecord of a resident of
this state;

(2) A fineof not lessthan onethousand dollarsnor mor ethan fivethousand dollars
or imprisonment for not more than fiveyears, or both such fineand imprisonment if the
violation of subsection 2 of this section involvestwo to ten telephone records of aresident
of thisstate;

(3) A fineof not less than five thousand dollars and not more than ten thousand
dollarsor imprisonment for not morethan ten years, or both such fineand imprisonment
if the violation of subsection 2 of this section involves mor e than ten telephone recor ds of
aresident of thisstate.

4. No provision of this section shall be construed so asto prevent any action by a
law enfor cement agency, departmment of corrections, or state agency with jurisdiction
over telecommunications companies as defined in section 386.020, RSM o, or any officer,
employee, or agent of such agency, to obtain telephone records in connection with the
per formance of the official duties of the agency.
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5. No provision of thissection shall be construed to prohibit a telecommunications
carrier from obtaining, using, disclosing, or permitting access to any telephone record,
either directly or indirectly through its agents:

(1) Asotherwiseauthorized by law;

(2) With thelawful consent of the customer or subscriber;

(3) Asmay benecessarily incident totherendition of theserviceor totheprotection
of therightsor property of theprovider of that service, or to protect user sof those services
and other carriersfrom fraudulent, abusive, or unlawful use of, or subscription to, such
Services,

(4) Toagovernmental entity, if thetelecommunicationscarrier reasonably believes
that an emergency involving immediate danger of death or seriousphysical injury to any
person justifies disclosur e of the information; or

(5) TotheNational Center for Missing and Exploited Children, in connection with
areport submitted thereto under section 227, RSMo, of the Victimsof Child Abuse Act of
1990;

(6) No provision of this section shall apply to or expand upon the obligations and
dutiesof any telephone company, itsagents, employeesor contractor sto protect telephone
records beyond those otherwise established by federal or state law, including but not
limited to provisionsgover ning Customer Proprietary Network I nfor mation in section 222
of the Communications Act of 1934, as amended, 47 U.S.C. 222 and regulations
promulgated thereunder.

6. In a civil action, a customer or telecommunications carriers or both whose
telephone records were procured, sold, or received in violation of subsection 2 of this
section may recover from theper son or entity that violated subsection 2 of thissection such
relief as may be appropriate including, but not limited to, the following:

(1) Such préiminary and other equitable or declaratory relief as may be
appropriate;

(2) Damages as described in subsection 7 of this section; and

(3) Reasonable attorney feesand other litigation costsreasonably incurred.

7. The court may assess as damagesin a civil action under this section the sum of
theactual damagessuffer ed by theplaintiff and any profitsmadeby theviolator asaresult
of theviolation, but in no case shall a person entitled to recover receive lessthan the sum
of one thousand dollars. The court may assess as punitive damages an amount not to
exceed ten timesthe amount awar ded for actual damages and illicit profit. In the case of
a successful action to enfor ce liability under this section, the court may assess costs of the
action, together with reasonable attor ney fees deter mined by the court.
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8. A civil action under this section may not be commenced later than two years
after the date upon which the claimant first discovered or had a reasonable opportunity
to discover theviolation.

9. Telecommunications carriersthat maintain telephone records of a resident of
this state shall establish reasonable procedures to protect against unauthorized or
fraudulent disclosure of such records which could result in substantial harm or
inconvenience to any customer. For purposes of this section, a telecommunications
carrier'sproceduresshall bedeemed reasonableif thetelecommunicationscarrier complies
with the provisions gover ning Customer Proprietary Network Information in section 222
of the Communications Act of 1934, as amended, 47 U.S.C. 222 and regulations
promulgated thereunder.

10. No privateright of action isauthorized under subsection 9 of this section.

11. No provision of this section shall apply to a telecommunications carrier, its
agentsand representativesor agentsor representatives, who reasonably and in good faith
actsunder subsection 5 or 9 of this section, notwithstanding any later determination that
such action was not in fact authorized.
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